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HTML smuggling has seen a growing role in modern 
cyber threat, passing obfuscation methods as the 
dominant payload delivery vector.

JLR’s recent cyber incident highlights the growing need 
for a comprehensive cyber resilience framework to 
insulate companies from potential threats.

New cloud-conscious threat actors emerge, indicating 
more threat actors seeking to exploit cloud services.

Organizations remain highly cognizant of insider threat 
incidents, as the average spend to mitigate these threats 
have increased by 39.5%.

Organizations remain optimistic about AI’s capacity to 
improve security operations in the next 12 months.

Recent surge in IoT security-related incidents has 
resulted in the need for behavior analytics to prevent 
internet from facing a state of continuous compromise.

 Q3 activity showed signs of an M&A decline, with the number 
of deals dropping significantly from Q3 2024; however, the 
continued uptick in financing deal activity conveys strong 
investor appetite for cyber assets.

 Strong public market performance demonstrates sustained 
investor demand and willingness to deploy dollars. 

 We anticipate activity to rise throughout Q4 of 2025 
alongside growing tariffs and macroeconomic clarity. 

 This past quarter, Zscaler and CrowdStrike saw the greatest 
stock price movements, with the former surging 66.1% and the 
latter increasing by 43.4%.

Executive Summary
Q3 2025 in Review
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Executive Summary Q3 2025 Report Themes

Source: S&P Capital IQ as of September 30, 2025. 
(1) Houlihan Lokey Cybersecurity Index includes AVGO, CRWD, ZS, SAIL, S, PANW, FTNT, GEN, OKTA, VRNS, CGNT, FSECURE, TLS, CHKP, FFIV, OTEX, TSE:4704, QLYS, TENB, RPD, OSPN, MITK, RSKD, and WITH. 

Favorable Public Company Performance M&A Volume Remains Strong Financing Deal Provides Steady Uptick

Q3 ’25 VS. Q3 ’24 VS. Q3 ’23

Volume $27.2B  149.7%  28.8%

Number of 
Deals 56  45.1%  9.7%

Q3 ’25 VS. Q3 ’24 VS. Q3 ’23

Volume $3.3B  2.7%  42.0%

Number of 
Deals 242  15.8%  144.4%
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Houlihan Lokey Cybersecurity Index as of 9/30/2025 (1)

   
  

  
   

Notable Q3 2025 M&A Transactions Notable Q3 2025 Financings
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NCC Group: Cyber Threat Intelligence Report
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Key Insights

Source: NCC Group Cyber Threat Intelligence Report.

1
Scattered Spider’s Collaboration With Prominent RaaS Groups
Scattered Spider had built ties with major ransomware-as-a-service groups, 
including ALPHV, RansomHub, DragonForce, and Qilin, using collaboration, 
including links with LAPSUS$ and ShinyHunters, to strengthen its attacks.

2
HTML Smuggling’s Growing Role in Modern Cyber Threats
Recent data highlights a sharp escalation in the use of HTML smuggling in 2025. 
According to KnowBe4, HTML smuggling usage in phishing attacks surged by 
85.6% between November 2024 and February 2025, overtaking other obfuscation 
methods as the dominant payload delivery vector. 
Its persistence and rapid growth highlight the urgent need for defenders to 
adapt beyond network-level controls and prioritize endpoint detection, 
behavioral analysis, and robust user awareness.

Cyber threat groups collaborate while attack levels stagnate.

3
Geopolitical Developments
The geopolitical developments have the capacity to influence the cyber threat 
landscape with major events, including Trump’s trip to Alaska, the ongoing war in 
Gaza, and newly imposed sanctions against Iran.

Key Ransomware Statistics (Aug. 2025)

Key Statistics

37%
Of ransomware 
attacks were related 
to industrials.

16%
Of attacks were 
attributed to Qilin.

13%
Decrease in global 
ransomware attacks.
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In August, ransomware attacks declined to 
328 incidents. 

This marks a continuous decrease since 
March 2025, when 886 attacks were 

reported. 
Although it appears to be a substantial 

overall drop, it is largely attributable to the 
spike in February and March, when Cl0p 

bulk-released its victims.

Ransomware Attacks by Month, 2024–2025

Top Threat Actors (Aug. 2025) Top Targeted Sectors (Aug. 2025)

Cyber Research Summary Data Breaches 2025 Prediction Tracking
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53%

21%

11%

7%
5% 3% North America

Asia

Europe

Middle East and
Africa
South America

Oceania

CrowdStrike: Global Threat Report
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Key Insights

Source: CrowdStrike Global Threat Report 2025.
Notes (1) Combined figures for Asia (East Asia and South Asia) and the Middle East and Africa.
(2) Others category comprises Healthcare, Government, Telecommunications, Industrials and Engineering, and Academics.

Adversaries are streamlining their tactics, refining and scaling successful strategies to conduct attacks with a business-oriented approach.

3
China’s Maturing Cyber Capabilities
China-nexus intrusions increased 150% across all sectors, with a staggering 
200% to 300% increase in key targeted industries in 2023 and represent the 
most active targeted intrusion threats CrowdStrike Intelligence has tracked.

5
Enterprising Vulnerability Exploitation
Many exploits observed in 2024 demonstrated that threat actors are leveraging 
previously established attack vectors and components to repeatedly exploit the 
same products, mainly using two-layered approaches: chaining exploits and 
abusing legitimate features.

6
SaaS Exploitation Likely to Continue
After observing several e-crime and targeted intrusion adversaries use access to 
cloud-based SaaS applications to obtain data for lateral movement, extortion, 
and third-party targeting in 2024, it is anticipated that SaaS exploitation will be a 
threat to watch in 2025.

Interactive Intrusions by Region(1)

CrowdStrike’s Threat Observation in 2024

4
New Cloud-Conscious Threat Actors Emerge  
In 2024, new and unattributed cloud intrusions increased 26% compared to 
2023, indicating that more threat actors seek to exploit cloud services, observing 
more intrusions in which attackers gained initial access via valid accounts and 
leveraged cloud environment management tools for lateral movement.

23%

15%

12%11%

10%

29%

Technology

Consulting and
Professional Services
Manufacturing

Retail

Financial Services

Others

Industries Targeted by Intrusion(2)

40% 51% 62% 71% 75% 79%

2019 2020 2021 2022 2023 2024

Percentage of Detections That Were Malware-Free (2019–2024)

26
New adversaries 
named, raising total 
to 257.

35%
Of cloud incidents 
accounted for valid 
account abuse.

48 Minutes
Average e-crime 
breakout time.

52%
Vulnerabilities 
related to initial 
access.

50%
Increase in access 
to broker 
advertisements.Generative Artificial Intelligence and the Enterprising Adversary

CrowdStrike responded to 40% insider threat operations reported in 304 
incidents caused by FAMOUS CHOLLIMA in 2024, due to its broad-scale 
operations, high operational tempo, and unique malicious insider tactics.

2

Indicates adversaries are instead using hands-on-keyboard techniques that blend 
in with legitimate user activity and impede detection.

1
The Business of Social Engineering 
Several e-crime adversaries incorporated vishing into their intrusions in 2024, 
amounting to a 40% compounded monthly growth rate, and reported an 
increase of 442% in vishing attacks between the first and second halves of 2024.

Cyber Research Summary Data Breaches 2025 Prediction Tracking
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Arctic Wolf: Navigating the Human-AI Relationship for Security Operations Success

7 Source: Arctic Wolf 2025 AI Report.
Note: The survey group consisted of 2,000 IT and security decision-makers at the director level or above.

Breakdown of Sentiment About AI Related to Cybersecurity by Industry

59%
60%

64%
65%
68%
70%

75%
77%
77%

82%

Energy/Utilities
Government/Military or Defense/Not-for-Profit 

Transportation or Warehousing
Education

Healthcare, Medical, or Pharmaceutical 
Retail, Trade, E-Commerce/Media, Communications, or Advertising

Business or Professional Services
Manufacturing, Industrial, or Construction

High-Tech, IT, Software, Telecommunications
Financial Services

Striking a Balance Between AI and Human Oversight

82%
Organizations in the U.S. 
most likely to have live 
implementations of AI 
in security programs.

33%
Cite data privacy as the 
top challenge to AI 
adoption.

99%
Of organizations say AI 
capabilities will 
influence security 
purchases or renewals in 
the next year.

Key Findings

AI, when paired with skilled human oversight, can cut through the noise, reduce alert fatigue, accelerate investigations, and help security teams focus on stopping the threats that 
matter most.

Strong adoption of AI in security programs, 73% of 
respondents have introduced some form of AI-driven 
cybersecurity, but over a quarter sound a note of caution, as they 
wait to understand more about the impact.

At least two-thirds of organizations (66%) are optimistic about 
AI’s capacity to improve security operations in the next 12 months 
across multiple objectives.

Human oversight remains essential; more than two-thirds say AI 
needs substantial human input, 52% expect to upskill their 
teams to manage AI, and 46% anticipate analysts shifting 
toward validating AI-generated alerts.

  
  

   
   

How Likely an Organization Will Adopt an AI-Powered Security Solution in the 
Next 12 Months to Address Each of the Following:

57%

58%

62%

70%

72%

73%

Reduce Alert Fatigue

Provide an Alternative to Staffing/Hiring Security Talent or Expertise 

Augment Human Skills and Resources to Prevent Employee Burnout

Increase Detection Capability, Data Analysis, and Response 

Improve Threat Prediction and Prevention

Enforce 24x7 Security Operations Automation

82% of the financial 
sector has adopted AI 
in cybersecurity due to 

the importance of 
securing financial 

assets and 
transactions; they are 
more willing to invest 

in cybersecurity 
technology.

Organizations are 
looking into AI-
powered security 

solutions across the 
threat detection, 

investigation, and 
response lifecycle, 

including the 
facilitation of better 
proactive security.

Artificial intelligence is rapidly becoming a cornerstone of modern cybersecurity, but it benefits from 
human expertise to be truly effective.

Dan Schiappa
President of Technology and Services at Arctic Wolf

  
  

Cyber Research Summary Data Breaches 2025 Prediction Tracking
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Significant lost manufacturing output at JLR and 
liquidity stress across suppliers; some suppliers 
warned of potential collapse without rapid 
resumption or financial support.

The Cyber Monitoring Centre called it the U.K.’s 
most economically damaging cyber event, with 
costs from production losses, supply chain, and 
dealer disruptions.

JLR started a controlled, phased restart of global 
operations after working with cybersecurity 
specialists and the U.K.’s National Cyber Security 
Centre.

Implement a comprehensive cyber resilience 
framework, ensuring regular risk assessments, 
supplier audits, and integration of lessons learned 
from industry incidents like JLR and Mitsubishi 
Electric SCADA vulnerabilities.

Organizations must plan for large-scale 
operational cyber-disruption (not just data 
breaches) and must be ready for 
regulatory/regime obligations, supply chain 
breakdowns, and cascading economic losses.

8 Source: Press releases.

Breach Overview Attack Methodology and Rationale

Expert Opinion and Commentary

It seems unprecedented in the U.K. to have that level of 
disruption because of a cyberattack or ransomware attack… If 
this is the effect that just criminals can have on our supply 
chains, then it’s quite worrying to think about how unprepared 
we are for, say, a more coordinated and sustained attack from 
a potential state adversary.

Jamie MacColl
Senior Research Fellow in Cyber and Tech, Royal United 

Services Institute

The incident disrupted JLR’s internal digital systems and 
manufacturing-support applications rather than being 
limited to isolated IT services; reporting and analysis 
point to a compromise that targeted systems integral to 
production and supplier coordination.

Targeting an automotive manufacturer with extensive, 
time-sensitive supply chains increases the chance of 
cascading supplier failures and rapid economic impact, 
consistent with the broad effect observed across 
thousands of organizations.

Platform 
Description

A cyberattacking causing £1.9 billion ($2.55 
billion) in economic losses due to lost 
manufacturing output and disruption to its 
5,000+ suppliers.

Date of 
Breach August 2025

What 
Happened

Scattered Spider LAPSUS$ Hunter Group 
launched a major cyberattack on Jaguar Land 
Rover (JLR) via a sophisticated breach of its 
IT/ERP systems, causing significant disruption.

Outcome 
of Breach

The incident caused extensive disruption to 
manufacturing, vehicle registration, supply-
chain logistics, and internal IT systems across 
multiple JLR sites in the U.K. and globally.

The Outcome

Key Takeaways
Incident Response and Preparedness Are Critical

~$2.5B
Economic losses due to 
lost manufacturing output.

Key Stats

5K+
U.K. businesses affected across 
the JLR supply chain and 
dealerships.

  
  

   
  

200,000+
Workers across the supply 
chain face job losses.

Cyber Research Summary Data Breaches 2025 Prediction Tracking
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Miljödata initiated incident response, tightened 
controls in hosted environments, and has been 
cooperating with customers and authorities.

Several municipal actors have reported the 
breach to the Swedish Authority for Privacy 
Protection (IMY) and local prosecutors.

Potential for identity theft, targeted phishing, 
doxxing, and misuse of sensitive identifiers.

Monitor vendor access patterns, require stronger 
contractual security SLAs for suppliers that hold 
sensitive data, and conduct regular supply chain 
security assessments and tabletop exercises.

Organizations and individuals should expect a 
wave of phishing/scam attempts and should 
monitor for identity misuse.

Several reports emphasized that municipalities 
were storing outdated or unnecessary personal 
data; enforcing strong retention policies and 
anonymization where possible reduces blast 
radius.

9 Sources: Press releases, company website.

Breach Overview Attack Methodology and Rationale

Expert Opinion and Commentary

This is a huge data leak with hundreds of thousands of 
individuals’ personal data that has been leaked, but it seems 
that it is mainly public information… It’s obviously possible that 
it could be a large number of unreported cases, since there 
may be people here with fake information. It’s a bit difficult to 
know at present. But it’s not zero as previously claimed.

Karl Emil Nikka
Author and IT Security Specialist, Nikka Systems

Attackers executed a ransomware/extortion campaign 
that included data exfiltration prior to encryption and 
then publication/threat of publication on darknet leak 
sites (typical RaaS behavior). Multiple outlets attribute 
the operation to DataCarry, which claimed responsibility 
on Tor leak sites.

High-value, concentrated repository: Miljödata’s 
platform centralizes sensitive personnel and citizen data 
for many municipalities and public-sector customers, so 
a single compromise yields broad, high-impact datasets.

Platform 
Description

Exposed the personal data of 1.5 million people, 
nearly 15% of Sweden’s population.

Date of 
Breach August 2025 (Disclosure Mid-September 2025)

What 
Happened

A ransomware/data-exfiltration attack on 
Miljödata resulted in large-scale theft of 
customer and citizen records.

Outcome 
of Breach

The stolen data has been leaked online and 
includes names, addresses, and contact details; 
dozens of municipalities impacted; national 
investigations opened.

The Outcome

Key Takeaways
Reinforce Vendor Access and Layered Defenses

1.5M
Unique individuals’ records 
exposed.

Key Stats

870K+
Unique email addresses 
reported in some leaked sets.

  
  

  
   

   
  

1.5 BTC
Ransom demanded.

Cyber Research Summary Data Breaches 2025 Prediction Tracking
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Deploy continuous exfiltration monitoring and 
real-time network traffic analytics to detect and 
halt stealthy data transfers.

Ensure encryption of all sensitive cardholder data 
both at rest and in transit.

Regulators are likely to tighten oversight, 
mandate higher minimum security-spend 
thresholds, and impose steeper penalties for 
delayed or incomplete breach disclosures.

Lotte Card pledged to invest 110 billion won 
($79.2 million) over the next five years to bolster 
its information security infrastructure, including 
the development of its own monitoring systems.

Introduced application security management 
(ASM), a dedicated “red team” for simulated 
cyberattacks, and an overhaul of firewall and 
detection systems.

Possibility of fraudulent use in cases where card 
data is manually entered into terminals.

10 Source: Press releases.

Breach Overview Attack Methodology and Rationale

Expert Opinion and Commentary

Investment in consumer data protection is not optional,… It 
goes to the foundation and sustainability of financial 
business.

Lee Chan-jin 
South Korea Financial Supervisory Service (FSS) Governor

Malware infection and presence of web shells on three 
servers, including the web application server (WAS) used 
for online payment processing.

Settlement systems hold consolidated, high-value 
cardholder PII and payment details that enable card 
fraud or resale on underground markets.

Platform 
Description

Hackers accessed a wide range of customer 
data in mid-August, including identification 
numbers, internal IDs, and contact information.

Date of 
Breach August 2025 (Disclosure Mid-September 2025)

What 
Happened

Unnamed attackers exploited an unpatched 
vulnerability in a payments server that had gone 
unnoticed since 2017.

Outcome 
of Breach

Approximately three million customers with full 
card numbers/CVCs and resident IDs exposed; 
company announced card reissuance and 
remediation plans.

The Outcome

~200 GB
Of exfiltrated files exposed.

Key Stats

~280K
Customers virtual cards 
exposed.

  
  

  
   

   
  

Key Takeaways
Mitigating Risks From Credential Compromise

Cyber Research Summary Data Breaches 2025 Prediction Tracking
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Stellantis confirmed the breach originated from a 
third-party platform (Salesforce CRM). Threat 
actors claimed to have exfiltrated ~18 million 
customer records, though Stellantis stated that 
only basic contact information was involved.

The company stated that production and 
manufacturing operations were unaffected, 
limiting operational fallout.

Following disclosure, Stellantis shares fell by 
~2.4%, reflecting reputational and investor 
concerns.

The breach stemmed from Salesforce CRM, 
highlighting how supply chain and SaaS vendors 
can expose enterprises.

Keeping only essential contact data in vendor 
platforms limits exposure in case of compromise.

Even nonsensitive data breaches can trigger 
compliance requirements (e.g., GDPR, CCPA) and 
shake customer trust in data handling.

11

Breach Overview Attack Methodology and Rationale

Expert Opinion and Commentary

Hacker used stolen OAuth tokens from Salesloft’s Drift 
AI chat integration with Salesforce to infiltrate 
environments and exfiltrate sensitive information. This 
method has allowed ShinyHunters to target a growing 
list of high-profile organizations.

CRM/support platforms centralize contact metadata 
across brands; attackers target providers to harvest 
large datasets for phishing and social engineering.

Platform 
Description

Incident centered on third-party customer 
service platform integrated with CRM (reported 
Salesforce adjacent).

Date of 
Breach Detected/Disclosed on September 21–22, 2025

What 
Happened

Unauthorized access to a third-party provider’s 
platform; extraction of customer contact 
records (names, emails, and phone numbers); 
attacker claims suggested up to 18 million 
records.

Outcome 
of Breach

Stellantis notified customers and launched an 
incident response; the company reported no 
financial or highly sensitive PII on the impacted 
platform.

The Outcome

18M
Customer service records 
exposed.

Key Stats

2.4%
Of share price dropped 
following the disclosure of the 
breach incident.

  
  

Source: Press releases.

Key Takeaways
Reinforce Vendor Access and Layered Defenses

Even though only basic contact information was said to be 
exposed, it is more than enough for attackers to weaponize… A 
phone number and an email address can be turned into 
convincing phishing campaigns, social engineering attacks, or 
scams that prey on friends and family… This isn’t about financial 
details or other sensitive personal data being stolen. 

Clyde Williamson
Senior Product Security Architect, Protegrity
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Behavioral Analytics Is a Growing Frontier IT-OT/ICS Convergence

• 30% of survey respondents considered insider threats to be a 
major risk factor to their organizations’ cybersecurity posture, 
revealing a need for behavioral analytics that can identify 
unusual user patterns and mitigate malicious activity. 

• The time to contain an insider threat is 85 days, with costs per 
incident of $15.38 million. 

• The convergence of IT-operational technology and 
industrial control systems will optimize data exchanges 
between machines and infrastructure assets. 

• However, this convergence meaningfully increases the 
magnitude of repercussions for breaches, as threat 
actors can disrupt and destroy critical infrastructures. 

Cybersecurity Predictions for the Remainder of 2025

12 Sources: Syteca, DeepStrike, Nefture Security, Newsnow Vegas.
(1) As of August 24, 2025.

What Happened

Industry Predictions The Rise of the Teen Hacker

Teenagers are increasingly behind major cyberattacks—61% of 
hackers begin before age 16—because hacking tools and 
tutorials are now freely available, lowering the barrier to 
entry.

Young, often untrained actors are causing professional-level 
damage to large organizations, even though many lack 
formal ethical or technical grounding—posing a growing 
threat unless security strategies evolve accordingly.

• According to the 2025 Cost of Insider Risks Global Report by Ponemon Institute, the total average cost of insider threat incidents 
increased by more than 109% between 2018 and 2024, from $8.3 million in 2018 to $17.4 million in 2024. Additionally, the average 
total spending on a single insider threat incident caused by negligence increased by 39.5% between 2022 and 2024.

• There has been a surge in IoT security-related incidents, with an average of 820,000 hacking attempts reported every day in 2025(1), 
a 46% increase from the previous year. This translates into a constant, automated stream of malicious activity that leaves any 
internet-facing device in a state of continuous compromise.

Tools and Methods for Managing Insider Risks

Data loss prevention, user training and awareness, privileged access management, employee monitoring and 
surveillance, and security and event management are the top five tools and methods organizations employ to manage 

insider risks

  
  

Tool/Method

37%
40%
40%

47%
55%

62%
63%

68%
75%
76%

Strict Third-Party Vetting Procedures
Network Traffic Intelligence

Incident Response Management
Threat Intelligence Sharing

User Behavior Analytics
Security Incident and Event Management

Employee Monitoring and Surveillance
Priviledged Access Management

User Training and Awareness
Data Loss and Prevention

Organizations Where Tool/Method Is Used
(% of All Organizations)

Real Cost of an IoT Breach
Average Cost of Breach per Attack

$0.3M

$5.6M

$10.0M

Average IoT Incident

Industrial

Internet of Medical Things
(IoMT)

The escalating cost of IoT/OT breaches is creating powerful 
secondary effects that are reshaping cybersecurity investment.

Scattered Spider: Teenage members behind major 
breaches. Members as young as 15 to 20 were 
involved in high-profile intrusions, showing how 
teen actors executed large, disruptive breaches.

IntelBroker: Rapid-rise British hacker (mid-20s) ran 
BreachForums and leaked sensitive data. Began 
public hacking activities in his early 20s, and by 
February 2025, he was arrested after orchestrating 
multiple large-scale data exposures.

MGM/Caesars: A teen played an alleged role in the 
2023 MGM/Caesars attacks. A 17-year-old 
surrendered to Clark County authorities on 
September 17, 2025, and faces charges, including 
extortion and identity theft, related to the 2023 
cyberattacks that disrupted casino operations.

Cyber Research Summary Data Breaches 2025 Prediction Tracking
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Spotlighting MDR
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Flexible, Integrated MDR Service to Companies of All Sizes
Accelerate threat detection and response with industry-leading technologies managed by highly experienced, 
cybersecurity experts.

Leverages leading technology 
partners to aggregate, refine, 
and standardize data from 
telemetry sources across the 
threat landscape.

Collection
Dynamically hooks to customer 
environments remotely, serving as 
the foundation of the platform’s 
hands-on, transparent approach 
toward MDR.

Connection
Swift and effective response to 
security incidents, including 
containment, eradication, and 
recovery efforts, minimizing 
potential damage.

Response
Delivers detailed reporting to 
transparently measure the 
effectiveness of the detection 
and response program, providing 
actionable insights to improve 
security posture.

Delivery

24/7 Monitoring Incident Detected Incident Investigation Disrupt/Contain

Exposure Assessment Cybersecurity Validation Threat Hunting Incident Recovery

Internally 
Executed/Call
Off Capability

Reporting and Impact

Threat Intel

Analytic Processes 
and Insights

Detection
24/7/365 cutting-edge monitoring 
and detection, supported by 
proprietary rule-based content, 
continuously scanning for 
sophisticated cyberattacks.

01 03 04 05 0602   Spotlighting MDR
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Relentless Cyberattacks and Talent Shortage Driving MDR Services Growth

Cyberattacks Are Costing 
Organizations Trillions…

$10.5 Trillion
Projected global cost of 

cybercrime by the end of 2025.

$4.5 Million
Average cost of a data breach.

50x
Cost of resuming operations after a cyberattack 

versus the cost of the ransom demand itself.

With an Ever-Increasing Number of 
Breaches and Ransomware Attacks…

• The quantity and cost of data breaches continue to grow 
rapidly, driven by the emergence of ransomware gangs.

• Attacks against small and medium-sized enterprises 
proliferate due to the higher success rates against less 
mature cyber organizations.

Global Data Breach Incidents
# of Confirmed Data Breaches

Short-Handed Teams Are Turning 
to Trusted Cyber Advisors

$ in Billions

• By the end of 2025, 50% of organizations will utilize MDR 
services for threat monitoring, detection, and response 
functions, providing threat containment and mitigation 
capabilities.

Managed Detection and Response Market(1)

2,216

5,199

2018 2023

$3.2

$6.4

2022 2025E

Sources: Gartner Forecast Analysis: Information Security and Risk Management, NightDragon, PitchBook Analysis of IDC data.
(1) Estimated market size based on a 25%+ CAGR for the next 3 years and a $3.2Bn market size in 2022 (Gartner). 
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Key MDR Trends Driving SOC Innovation

16

AI, identity, and automation are redefining how MDR providers deliver 
speed, precision, and scalability in modern security operations.

AI Adoption

Key

MDR
Trends

Glass Box vs. Black Box

Emergence of 
Agentic AI for Threat 
Response

SOC Triad

Shift Toward 
API-First, 
Modular MDR 
Architectures

Identity Trends

Emergence of Agentic AI for Threat Response
Autonomous, agentic AI systems are increasingly being embedded into 
MDR platforms to execute playbooks, escalate tickets, and initiate 
containment actions without human intervention.

Identity-Centric SOC Operations
As identity becomes the new perimeter, MDR providers are evolving to 
monitor identity misuse across hybrid environments, driving demand for 
integrations with IAM, PAM, and CIEM platforms.

AI-Augmented Analyst Workflows
Large language models (LLMs) are now powering Tier I triage and threat 
enrichment within the SOC, improving speed-to-decision while 
alleviating analyst fatigue.

Expansion of Co-Managed Detection Models
Organizations are demanding more flexible MDR partnerships, blending 
internal and outsourced capabilities, and shifting from pure alerting to 
collaborative threat hunting and tuning.

Shift Toward API-First, Modular MDR Architectures
Modern MDR buyers are prioritizing platforms that offer composability 
and interoperability with existing security tools and data lakes, enabling 
more customizable AI-driven detection logic.
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Full-Spectrum, Correlated Visibility Across SOC Triad
Modern SOC operations are increasingly centered around visibility, detection, and correlation across three critical telemetry 
pillars—EDR, NDR, and SIEM—to accelerate threat detection and response.

Security Information and Event Management (SIEM)
Aggregates and correlates logs across infrastructure, apps, identity providers, 
and cloud services.

Detects threats through correlation rules, UEBA, and threat intel integration.

Provides historical context and supports compliance and audit readiness.

Endpoint Detection and Response (EDR)
Captures detailed telemetry from endpoints to detect malware, exploit attempts, 
and fileless attacks.

Offers visibility into system changes, process activity, and lateral movement.

Critical for detecting advanced persistent threats targeting user devices.

Network Detection and Response (NDR)
Analyzes network traffic to detect command-and-control (C2), exfiltration, 
and lateral movement.

Applies machine learning and behavioral analytics to identify anomalies.

Enables visibility into unmanaged and IoT devices often missed by endpoint 
tools.

Security platforms that integrate signals from these pillars enable organizations 
to reduce dwell time, enhance threat coverage, and improve forensic accuracy:

NDR

SIEMEDR
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Modern SOC Priorities: Evolving Focus on Identity Within SOCs
Security teams are shifting from infrastructure-centric defenses to user-access-driven detection, response, and correlation.

1. Identity as a Primary Attack Surface:
SOCs are moving away from solely focusing on networks and endpoints and are now prioritizing identity 
in their detection strategies. Attacks, such as credential theft, MFA bypass, and privilege escalation, are 
now common ways for attackers to get into systems. SOCs are focused on detecting misuse of identities, 
monitoring high-risk users, and protecting identity infrastructure.

5. Behavioral Analytics and UEBA:
Security teams are shifting beyond traditional network and endpoint monitoring and placing greater 
emphasis on identity-centric detection, as threats like credential compromise, MFA circumvention, and 
privilege escalation have become increasingly common.

2. Integration of Identity Signals Into SIEM/XDR:
Information related to identity from systems, such as Active Directory, Azure AD, Okta, and Ping, is being 
incorporated into security information and event management (SIEM) and extended detection and 
response (XDR) platforms. This allows for the detection of suspicious user behavior, such as unusual 
logins, changes in privileges, or movement within the network.

6. Cloud Identity Complexity:
The rise of hybrid and multi-cloud environments has led to a significant challenge known as identity 
sprawl. SOCs require tools that can connect and understand identities across different platforms to 
create a unified view of all identities, often referred to as an identity graph.

3. Identity-Centric Incident Response:
Incident response procedures are now frequently starting by focusing on containing compromised 
identities. This involves actions like disabling accounts, revoking security tokens, and changing passwords 
before addressing potentially affected endpoints or networks.

7. Privileged Identity Monitoring:
SOCs are increasingly prioritizing the monitoring of privileged accounts (like administrator accounts and 
service accounts) because they pose a significant risk if compromised. There’s also a growing trend of 
using just-in-time (JIT) access, where elevated privileges are granted temporarily and only when needed. 
SOCs are actively monitoring for any misuse or unexpected persistence of these privileges.

4. Convergence of IAM and SOC Functions:
SOCs are increasingly collaborating with identity and access management (IAM) teams. Some 
organizations are consolidating identity threat detection, access governance, and response under a 
unified team or platform.

8. Identity Threat Detection and Response (ITDR):
ITDR is emerging as a distinct capability, focused on detecting misuse of identities, monitoring high-risk 
users, protecting identity infrastructure (e.g., AD hardening), and responding to identity-based incidents. 
Leading vendors, such as Microsoft, CrowdStrike, and Palo Alto Networks, are embedding ITDR into their 
security stacks.

18
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AI and Automation in Cyber Services Driving Growth, Profitability 
MDRs and MSSPs are uniquely placed to be able to take advantage of the market opportunity by integrating AI and generative 
AI into their offerings.
For MDRs and MSSPs AI Adoption Is Top of Mind Well-Defined Use Cases Surfacing for Practitioners

Tangible Impacts to Operations

Lower Costs
AI reduces reliance on L1/L2 technicians 
by automating routine tasks, cutting 
payroll, and boosting margins.

Greater Efficiency
Automation delivers faster, more 
consistent service while reducing 
errors and manual work.

Revenue Growth
By freeing up staff to focus on 
strategic work, MSPs can drive 
higher-value engagements 
and upsells.

Scalable Operations
MSPs can handle more clients and services 
without needing to add headcount.

Higher Profitability
Combined cost savings and increased productivity 
lead to stronger EBITDA and net income gains.

Executives Technicians

Security Management
(e.g., Patching, Threat Detection)55% 51% Network Management24% 28%

Monitoring and Alerts41% 42% Billing and Invoicing22% 13%

Help Desk and Ticketing36% 31% Client Onboarding17% 17%

IT Service Delivery35% 34% Compliance Management7% 9%

Backup and Disaster Recovery28% 30% Other0% 1%

Sources: Connectwise, Kaseya Global MSP Benchmark Survey Report 2025.19

01 03 04 05 0602   Spotlighting MDR



Providers Placing Bets on Glass Box vs. Black Box Approaches
While black box security provides a hands-off, standardized approach, glass box security emphasizes transparency, 
customization, and collaboration, aligning with organizations that seek active involvement in their cybersecurity posture.

Glass Box Security

Enhanced Transparency
Offers clear insights into threat detection activities and cybersecurity 
processes, fostering trust.

Customizable Settings
Allows organizations to tailor security measures to their specific 
requirements, enhancing flexibility.

Improved Collaboration
Facilitates a stronger partnership between clients and security providers 
through active engagement.

Best For
Organizations that value transparency, require real-time insights, and 
operate in regulated industries needing detailed compliance evidence.

Limited Visibility
Clients have minimal insight into threat detection processes, 
making it challenging to understand how decisions are made.

Standardized Detection
Relies on predefined detection rules with limited customization 
options to fit specific organizational needs.

Accountability Challenges
The opaque nature can hinder the ability to hold security 
providers accountable for mishandled incidents.

Best For
Organizations that prefer a simplified, automated approach to 
threat detection without the need for in-depth involvement. 

Black Box Security

20
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Adoption of Microsoft Sentinel and Google Chronicle Is Accelerating

21
(1) Gartner, Dec-24.
(2) Forrester, Mar-24.

(3) GoogleCloud/IDC.
(4) PeerSpot.

The advanced features and functionality of Microsoft and Google are driving customer satisfaction and winning market share.

PRODUCT/SERVICE SCORES FOR OUT-
OF-THE-BOX S IEM(1) Quantified Benefits of Microsoft Sentinel(2)MAGIC QUADRANT FOR SECURITY INFORMATION 

AND EVENT MANAGEMENT

Microsoft and Google Are Receiving Industry 
Recognition as SIEM Leaders(1) Feature Rich Functionality and Usability Are Driving the Future of Cloud-Native SIEMs
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Material Cost Efficiency
SIEM migration delivers 44% lower TCO, driven by 
reduced per-GB ingestion and licensing costs 
versus the legacy on-premises system. The shift to 
Microsoft Sentinel also eliminates capital spend 
for on-prem log storage, yielding $5.1 million in 
savings over three years.

2
Enhanced Threat Detection
Breach risk reduced by 35% through improved 
visibility, scalability, and faster MTTR enabled by 
Microsoft Sentinel’s cloud-native architecture—
driving $2.8 million in value over three years.

Quantified Benefits of Google Chronicle(3)

1
Growing Market Presence
As of November 2025, Google Security Operations 
holds a 1.3% share of user engagement in the SIEM 
category—rising from virtually zero the prior 
year, according to PeerSpot’s user-activity 
metrics.(4)

2
Strong ROI
IDC found Google Chronicle Security Operations 
delivers 407% ROI with payback under seven 
months, driven by faster detection.(3)
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THE CHOICE OF LEADING MDR PROVIDERS
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MDR Consolidation Accelerates as Platforms Pursue Full-Stack 
Security Options

2024 
(Oct.)

2024 
(June)

2024 
(June)

2025 
(Mar.)

2025 
(May)

• Acquired by Zscaler for $675 million.
• Fuses its zero-trust cloud data with Red Canary’s AI-

driven threat detection, creating an autonomous, end-
to-end security operations platform.

/

22

• EQT invested ~$500 million.
• To advance its AI-powered Gray Matter platform, 

enhancing automation, data integration across 200+ 
security tools, and rapid threat-response capabilities.

/

• Acquired by Secureworks for $859 million.
• Combining its global endpoint and MDR scale with 

Secureworks’ Taegis XDR and SOC expertise, thereby 
strengthening its competitiveness in the converging 
SIEM-XDR market.

/

• Kleiner Perkins, Meritech Capital, and Sapphire 
Ventures invested $150 million.

• Capital raised is aimed at accelerating Huntress’ 
product expansion across endpoint, identity, and cloud 
security to strengthen its unified threat detection and 
response platform.

/

• Charlesbank acquired Quorum Cyber for $220 
million.

• To scale Quorum Cyber’s AI-enabled managed 
detection and response platform—aligned with 
Microsoft’s security ecosystem—by fueling global 
expansion, talent recruitment, and service innovation.

/

Strategic Divers Behind MDR 
Acquisitions/Capital Raises

Platform Expansion
Shifts from point products (firewall, endpoint) to full-
stack security operations capabilities.

AI and Data Leverage
Integrating MDR unlocks vast telemetry to fuel faster, 
AI-driven threat detection and response.

Recurring Economics
MDR’s subscription model enhances revenue visibility 
and margin stability.

Competitive Differentiation
Unified detection, response, and intelligence platform 
stands out in crowded cybersecurity markets.

Ecosystem Synergy
Cross-sell MDR through existing customer bases and 
partner networks to deepen account penetration.
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MDR Market Activity Has Picked Up Over the Past 12 Months

Ann. Date Acquirer Target EV EV/Rev

Jul-25 ND ND

Jul-25 ND ND

Jun-25 ND ND

May-25 $675 5.4x

Apr-25 ND ND

Jan-25 ND ND

Jan-25 ND ND

Jan-25 ND ND

Dec-24 ND ND

Nov-24 $227 ND

Nov-24 ND ND

Oct-24 $859 2.4x

Featured M&A Transactions
($ in Millions)

Ann. Date Lead Investor Target Round Inv. Size ($M)

Sep-25 Series A $27M

Jul-25 Seed Round $16

Apr-25 Series A $75

Apr-25 Series C $33

Apr-25 Growth Round $500

Jan-25 Series B $30

Featured Financings
($ in Millions)
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Ann. Date Acquirer Target EV EV/Rev

Sept. 16 $260  NA

Sept. 9 $883 12.7x

Aug. 27 $290 NA

Aug. 26 $100 NA

July 30 $24,874 22.0x

Ann. Date Investor Target Amount Val.

Sept. 30 $88 NA

Sept. 3 $340 $2,000 

Sept. 1 $300 NA

July 31 $131 NA 

July 23 $150 $4,150

25

Source: S&P Capital IQ as of September 30, 2025. 
Notes: NA indicates not available, and Index performance excludes all securities with a share price less than $10 as of September 30, 2025.
(1) High-Growth Cybersecurity Index includes AVGO, CRWD, ZS, SAIL, and S. (2) Medium-Growth Cybersecurity Index includes PANW, FTNT, GEN, OKTA, VRNS, CGNT, FSECURE, and TLS. (3) Low-Growth Cybersecurity Index includes CHKP, 
FFIV, OTEX, TSE:4704, QLYS, TENB, RPD, OSPN, MITK, RSKD, and WITH. 

Private funding environment displays a slight uptick in volume 
and amount raised, reaffirming continued investor demand. 

CyberArk deal fuels strong Q3 M&A environment. 

Public Market Environment M&A Environment
High-growth cyber stocks recovered following Q2 market 

volatility.

Featured Q3 Transactions Featured Q3 FinancingsFeatured Cybersecurity Performance Q3 2025

 4.1% |  46.4%
Q3 ’25 | LTM

High-Growth 
Index Performance(1)⟿

 2.3% |  13.8%
 Q3 ’25 | LTM

Medium-Growth 
Index Performance(2)⇝

 5.0% |  1.0%
  Q3 ’25 | LTM

Low-Growth 
Index Performance(3)⇢

($ in Billions) ($ in Billions)

($ in Millions) ($ in Millions)

Private Funding Environment

 66.1%

 42.3%

 16.5%

 32.0%

 28.5%

  11.9%

 43.3%

 29.3%

$3.1 
$2.3 

$3.2 $3.3 

222

99

209
242

Q3 '22 Q3 '23 Q3 '24 Q3 '25

Capital Invested Number of Deals

$24.9 $12.6 

$38.2 

$10.9 

$27.2 

63 62

102

56

Q3 '22 Q3 '23 Q3 '24 Q3 '25

Deal Value Deal Count

Cybersecurity Dashboard
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Cost of capital increase 
begins sell-off of tech stocks.

Segments of Cybersecurity and Broader Indexes

26
Source: S&P Capital IQ as of September 30, 2025. 
Note: Index performance excludes all securities with a share price less than $10 as of September 30, 2025.
(1) High-Growth Cybersecurity Index includes AVGO, CRWD, ZS, SAIL, and S. 

(2) Medium-Growth Cybersecurity Index includes PANW, FTNT, GEN, OKTA, VRNS, CGNT, FSECURE, and TLS. 
(3) Low-Growth Cybersecurity Index includes CHKP, FFIV, OTEX, TSE:4704, QLYS, TENB, RPD, OSPN, MITK, RSKD, and 
WITH. 

Index Q3 ’25 LTM 

High-Growth Index(1)  4.1%  46.4%

Medium-Growth Index(2)  2.3%  13.8%

Low-Growth Index(3)  5.0%  1.0%

HACK(4)  2.1%  28.9%

S&P 500  7.9%  17.2% 

Nasdaq  12.2%  26.5%

Boom in tech stocks amid 
COVID-19-related 
behavioral shifts.

Russia invades 
Ukraine.

The Fed begins to 
raise interest rates.

High-growth stocks see 
steady rebound.

Liberation 
Day

(20%)

0%

20%

40%

60%

Oct-24 Nov-24 Dec-24 Jan-25 Feb-25 Mar-25 Apr-25 May-25 Jun-25 Jul-25 Aug-25 Sep-25
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15.3%
12.2%

14.6%
19.7%

11.0%
15.0% 13.8% 13.7%

6.2%
9.1% 9.2% 10% 7.7%

-4.0%
-8.7%
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5.2%

24.9x 24.2x

15.4x

11.4x

5.1x

13.7x

9.6x 9.0x

5.5x 4.9x
3.6x 3.1x

1.5x

7.1x 6.4x 5.6x
3.6x 3.1x 2.9x 2.4x 2.4x 2.1x 1.9x 1.2x

Public Company Benchmarking Cybersecurity Software

27
Source: Trading multiples are based on share price, other market data, and broker consensus future revenue and earnings estimates from S&P Capital IQ as of September 30, 2025.
Notes: All financials are calendarized to a December year-end and sorted by Enterprise Value. Broadcom’s figures have been pro forma adjusted for its acquisition of VMware.

EV/2025E Revenue

CY 2024A–2025E Revenue Growth

Low-Growth Median: 2.9x
Medium-Growth Median: 5.2x
High-Growth Median: 15.4x

Low-Growth Median: 5.2%
Medium-Growth Median: 14.2%
High-Growth Median: 22.9%
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Public Investors Continue to Value a Balance of Growth and Profitability

28
Source: Trading multiples are based on share price, other market data, and broker consensus future-earnings estimates from S&P Capital IQ as of September 30, 2025.
Notes: All financials are calendarized to a December year-end. Companies with negative values for revenue growth are included in the calculation for R2 but are not included in the charts. 

Low-Revenue 
Growth Rate

Medium-Revenue
Growth Rate

High-Revenue 
Growth Rate

Mean: 4% | 3.5x
Median: 5% | 2.9x

Mean: 14% | 6.4x
Median: 14% | 5.2x

Mean: 23% | 16.2x
Median: 23% | 15.4x

Below
Rule of 40

Above
Rule of 40

Mean: 25% | 3.4x
Median: 27% | 2.9x

Mean: 54% | 11.5x
Median: 50% | 9.0x

EV/2025E Revenue to 2025E/2024A Revenue Growth EV/2025E Revenue to Rule of 40
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Ann. Date Acquirer Target EV EV/Rev

Sept. 16 $260 NA

Sept. 16 $135 4.5x

Sept. 11 $180 NA

Sept. 9 $883 12.7x

Sept. 8 $225 NA

Sept. 2 $150 10.0x

Aug. 27 $290 NA

Aug. 26 $100 NA

July 30 $24,874 22.0x

July 26 $100 NA

July 24 $5 NA

Cybersecurity M&A Activity

29
Sources: S&P Capital IQ, PitchBook, Altitude Cyber, 451 Research as of September 30, 2025.
Note: NA indicates not available. 

Historical Q3 M&A Summary
($ in Billions)

Annual M&A Summary
($ in Billions)

Featured M&A Transactions
($ in Millions)
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Ann. Date Investor Company Capital Raised Post-Val

Sept. 30 $88 NA

Sept. 16 $80 NA

Sept. 9 $80 NA

Sept. 3 $340 $2,000 

Sept. 1 $300 NA

Aug. 12 $70 $368 

Aug. 5 $145 $2,020 

July 31 $100 $308 

July 31 $131 NA 

July 24 $150 $4,150 

July 23 $82 $292 

Cybersecurity Financing Activity

30

Historical Q3 Financing Summary
($ in Billions)

Annual Financing Summary

Featured Minority Transactions
($ in Millions)

Sources: PitchBook, 451 Research as of September 30, 2025. 
Notes: Valuation reflects estimated post-money valuation. NA indicates not available. 
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Recent Conferences and Events 
Black Hat USA 2025
Las Vegas: August 2–7, 2025

32

● Black Hat is an internationally recognized cybersecurity 
event series providing the most technical and relevant 
security research.

● These multiday events provide the security community 
with the latest cutting-edge research, developments, 
and trends.

● Attendees can gain hands-on experience and deepen their 
knowledge through a variety of training opportunities, 
including beginner- and advanced-level courses.

Source: Black Hat USA 2025 website. 

Core Black Hat 
2025 Features Key Topics

Black Hat 
Briefings

Provides security professionals with 
a place to learn the very latest in 
information security risks, research, 
and trends.

Black Hat 
Trainings

Offers individual technical courses 
with topics ranging from the latest in 
penetration testing to exploiting web 
applications and defending and 
building SCADA systems.

Black Hat 
Certified 
Pentester

In partnership with The SecOps Group, 
Black Hat now has its own certification. 

Black Hat 
Business Hall

Solution providers and startups 
showcase the latest technologies 
and security services.

AI and ML

AppSec

Cloud Security

Cryptography

Human Factors

Malware

Mobile Security

Network Security

Policy

Privacy

Black Hat CISO Summit 
Black Hat CISO Summit is an approval-
only event that brings together top 
security executives from global 
corporations and government agencies 
for a full day of unique discussions.

Sustaining Partners

4 Days
Training

2 Days
Main Conference 

100+
Selected Briefings

Dozens
Open-Source Tool 
Demos in Black Hat 
Arsenal, Dark 
Reading, and More
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Recent Conferences and Events 
International Cyber Expo
London: September 30–October 1, 2025

33

● International Cyber Expo brings together selected speakers from 
across the global cybersecurity spectrum to provide the latest 
insights and thinking to make a difference to cyber professionals 
from around the world.

● The conference includes discussion regarding emerging 
technologies, specifically AI and Quantum, and their real and 
potential impact on security, geopolitics in a fractured world, cyber-
enabled fraud, cyber proliferation, and supply chain vulnerability, 
spanning the skills gap, disinformation, and misinformation in the 
year of elections, alongside the latest thinking on risk and resilience.

Source: International Security EXPO website. 

Key Discussions

Global Cyber 
Summit

Provided a conducive platform for cross-sector 
collaboration and secure technology adoption and 
helped cybersecurity professionals gain insights to 
navigate complexities of emerging threats through 
discussion.

Tech Hub Stage Offered a platform to explore real-world applications and 
case studies along with access to latest product launches 
and solutions.

Diversity and 
Skills Stage

Session to connect with peers, discover career-boosting 
strategies, and dive into initiatives that drive diversity in 
cybersecurity.

Networking 
Stage

The conference allowed participants to develop 
collaborative relationships over drinks and maximize their 
network through exploring communities, associations, 
and special interest groups.

Global Counter Terror and Security 
Summit

The summit was held 
to examine the 
intersection of 
counter terrorism, 
organized crime, and 
security.

Featured Exhibitors

7,500+ 
High-Level Visitors

90+
Countries

100+
Industry-Leading 
Exhibitors

100+
Speakers

2 Days
Main Conference 

International Security and Resilience 
Conference

The conference 
explored four main 
themes: transport and 
aviation security, 
resilience, security 
skills, and innovation. 

Co-Located With International Security Expo
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Recent and Upcoming Conferences and Events
Event Date Location Event Overview

Security Summit
October 1, 2025 Nieuwegein, Netherlands Join IDC’s analysts and security vendor thought leaders to learn about the latest trends in 

European cybersecurity and the future of security in an AI-driven world.

October 27–29, 2025 Lake Buena Vista, Florida InfoSec World’s community will share real-world solutions and professional expertise to reinvent 
the practice of security in 2025 and chart new paths forward for the industry and the profession.

November 10–13, 2025 Atlanta, Georgia The Cloud Native Computing Foundation’s flagship conference brings together adopters and 
technologists from leading open source and cloud native communities.

December 1–5, 2025 Las Vegas, Nevada AWS’ re:Invest conference brings cloud pioneers from across the globe for the latest AWS 
innovations, peer-to-peer learning, expert-led discussions, and networking opportunities.

Identity and Access Management
December 8–10, 2025 Grapevine, Texas The premier conference for IAM leaders and architects to tackle priorities like IAM program 

management, automation, identity threat detection and response (ITDR), and more.

January 12–17, 2026 Nashville, Tennessee This event creates an intimate, community-focused atmosphere to learn about cybersecurity 
tactics and implementation.

January 26-28, 2026 Tel Aviv, Israel This premier international cyber event features top speakers from around the globe, an extensive 
exhibition, exclusive special events, and networking opportunities.

February 4, 2026 Toronto, Canada CISO Forum Canada brings speakers, attendees, and sponsors from all over the world together to 
discuss the ever-changing field of executive information security management.

March 23–26, 2026 San Francisco, California RSA Conference is a cybersecurity event providing a platform for cybersecurity professionals to 
discuss the latest trends, threats, and technologies in the industry.

May 12–14, 2026 New York, New York ONE Houlihan Lokey is a multi-industry global conference that brings together executives, 
investors, advisors, and industry experts.

August 1–6, 2026 Las Vegas, Nevada Black Hat offers specialized cybersecurity trainings, briefings on the latest research from
cybersecurity experts, and networking and social events. 

34
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The 2025 ONE Houlihan Lokey Global Conference in London was an outstanding success, bringing together nearly 3,000 attendees and 
more than 200 participating companies for three days of meaningful dialogue, actionable insights, and high-value networking. Across 
the program, discussions highlighted the rapid transformation shaping today’s markets—from accelerating digital disruption to evolving 
competitive dynamics—and the strategic responses driving M&A activity worldwide.
This event highlighted key themes from across more than 65 sectors within multiple industries and services, including:

• Business Services
• Capital Solutions
• Consumer

• Financial Services and 
Technology

• Financial Sponsors

• Financial Restructuring
• Financial and Valuation 

Advisory

• Healthcare
• Industrials
• Technology

Next Stop:
ONE Houlihan Lokey 
Tokyo

November 18–20, 2025

London Hilton on Park Lane

T

W

Th

Consumer | Healthcare

Business Services | Industrials

Technology | FinTech | Financial Services

2,700+
Conference 
Attendees

220+
Participating
Companies

65+
Sectors
Represented

40+
Insightful
Panels

3
Days of 
the Event

Targeted 
1x1 
Meetings

Mark Your Calendar
March 3, 2026
Grand Hyatt, Tokyo

Recap: Highlights From the ONE Houlihan Lokey Global Conference
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Houlihan Lokey is the trusted advisor to more top decision-makers than any other independent global investment bank.

Leading Independent, Global Advisory Firm

37

CORPORATE FINANCE FINANCIAL RESTRUCTURING FINANCIAL AND VALUATION ADVISORY

Leading 
Capital Solutions Group

No. 1
Global Restructuring Advisor

No. 1
Global M&A Fairness Opinion Advisor 
Over the Past 25 Years

1,800+
Transactions Completed Valued at More 
Than $3.8 Trillion Collectively

2,000+
Annual Valuation Engagements

No. 1
Global M&A Advisor

No. 1
Most Active Advisor to Private Equity—
Globally

1,900+
Sponsors Covered Globally

FINANCIAL SPONSORS COVERAGE

(1) As of November 28, 2025.
(2) LTM ended September 30, 2025. 

2024 M&A Advisory Rankings
All Global Transactions

DealsAdvisor

415Houlihan Lokey1

406Rothschild2

371Goldman Sachs3

342JP Morgan3

309Morgan Stanley5
Source: LSEG (formerly Refinitiv). 
Excludes accounting firms and brokers.

2024 Global Distressed Debt & 
Bankruptcy Restructuring Rankings

DealsAdvisor

88Houlihan Lokey1

59PJT Partners2

48Rothschild3

44Lazard4

40Perella Weinberg Partners5
Source: LSEG (formerly Refinitiv).

2000–2024 Global M&A 
Fairness Advisory Rankings

DealsAdvisor

1,243Houlihan Lokey1

1,045Duff & Phelps, A Kroll Business2

1,020JP Morgan3

792UBS4

698Morgan Stanley5
Source: LSEG (formerly Refinitiv)..
Announced or completed transactions.

2024 Most Active Investment Banks to 
Private Equity—Globally 

DealsAdvisor

232Houlihan Lokey1

189Rothschild2

175Jeffries3

150William Blair4

147Morgan Stanley5
Source: The Deal.

33 
Locations 
Worldwide

2,778 
Global 
Employees

$12.29B 
Market 
Cap(1)

No 
Debt

~25% 
Employee-
Owned

$2.6B 
Annual
Revenue(2)
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Global, Market-Leading Technology Group

38

Representative Recent 
Transactions

Houlihan Lokey’s global Technology Group is arranged around deep end-market 
expertise with dedicated senior-level financial professionals across every vertical.

Digital Infrastructure

Transportation 
Technology Software

Supply Chain and 
Logistics Software

Semiconductors

Digital Media

Education 
Technology and 

Services

HCM Software

Industrial Software

Front-Office 
Software

Infrastructure  
Software

Cybersecurity

PropTech

30+ 
Technology

Sectors
Covered

Deep Industry Coverage and Broad 
Product Capabilities

2024 M&A Advisory Rankings 
All Global Technology Transactions(1)

Advisor Deals

1 Houlihan Lokey 101
2 Goldman Sachs 98

3 JP Morgan 93

2024 M&A Advisory Rankings 
U.S. Technology Transactions Under $1 Billion

Advisor Deals

1 Houlihan Lokey 50
2 Moelis 43

3 William Blair 38

No. 1 Global Tech M&A Advisor

No. 1 U.S. Tech M&A Advisor Under $1 
Billion

14 Technology Offices
Boston, Houston, Los Angeles, Miami, New 
York, San Francisco, Frankfurt, London, 
Manchester, Paris, Stockholm, Mumbai, 
Sydney, and Tokyo.

30+ Technology Managing 
Directors

140+ Dedicated Technology 
Professionals

July 2025 July 2025

June 2025 May 2025

May 2025 Mar. 2025

Mar. 2025 Mar. 2025

Feb. 2025 Jan. 2025

Representative Recent 
Transactions

Sellside Advisor

AIA Contract Documents,
a portfolio company of True 
Wind Capital, has received a 

strategic investment from WCAS

Sellside Advisor

Crayon Group Holding has 
merged with SoftwareOne 

Holding

$1.5 Billion

Sellside Advisor

Amtech, an affiliate of Peak Rock 
Capital, has been acquired by 

Vista Equity Partners

Sellside Advisor

CADENAS has been acquired by  
KEYENCE Group

Buyside Advisor

Hg Capital has acquired 
Permira's stake in P&I AG

Sellside Advisor

Tax Systems, a portfolio 
company of Bowmark Capital, 

has been acquired by 
Providence Equity Partners

Sellside Advisor

Blis has been acquired by
T-Mobile

Sellside Advisor

secureWISE, a subsidiary of Telit
Cinterion, has been acquired by 

PDF Solutions

Exclusive Placement Agent

Surf Internet, a portfolio 
company of Bain Capital and 

Post Road Group, has received a 
preferred equity investment 

from Macquarie

Sellside Advisor

WineDirect Software Division 
has been acquired by Fullsteam

05   About Houlihan Lokey01 02 03 04 06

Sources: LSEG (formerly Refinitiv). 
(1) Excludes accounting firms and brokers. 



Houlihan Lokey Positioning: Deep Sector Focus With Large-Cap Capabilities

39

Large-Cap Transaction Expertise Middle-Market Growth Sector Focus

CEO-level relationships with 
leading technology companies.

Large senior team with unparalleled 
transaction experience.

Broad network, including Fortune 500 
relationships.

Highest-quality client service.

M&A advisory and capital-raising 
expertise.

Unique global access to 
venture capital, private equity 
and strategic investors.

Growth company focus.

Deep sector expertise and 
domain knowledge.

Extensive capital markets access.

Late-stage, private-through-public 
company orientation.
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Tombstones included herein represent transactions closed from 
2017 forward.
*Selected transactions were executed by Houlihan Lokey 
professionals while at other firms acquired by Houlihan Lokey or 
by professionals from a Houlihan Lokey joint venture company.

Deep Cybersecurity 
Experience Across 
the Ecosystem

Sellside Advisor

BeyondID, a portfolio company 
of Tercera, has been acquired 
by KeyData Cyber, a portfolio 

company of CIVC Partners

Secured Creditor Advisor

Quest Software has successfully 
completed a liability 

management transaction that 
addressed $3.8bn of debt and 

provided $350mm of new money 
financing from existing lenders

Sellside Advisor

TitanHQ, a portfolio company of 
Livingbridge and Oyster Capital 

Partners, has merged with 
Redstor, a portfolio company of 

Bregal Milestone

Sellside Advisor

secureWISE, a subsidiary of Telit
Cinterion, has been acquired by 

PDF Solutions

Sellside Advisor

Bridewell, a portfolio company 
of Growth Capital Partners, has 
formed a strategic partnership 
with i-Tracing Cybersecurity, 

supported by majority 
investment from Oakley Capital, 

Sagard, and Eurazeo

Sellside Advisor

Procilon Group, a portfolio 
company of Harald Quandt,
has been acquired by Main 

Capital Partners

Sellside Advisor

HID Citizen Identity Solutions 
Business has been acquired

by Toppan

Buyside Advisor

NEVERHACK, a portfolio 
company of Carlyle, has 

acquired Innovery, a portfolio 
company of Wise Equity

Sellside Advisor

Alchemy Tech Group has 
received a strategic

investment from Avance

Buyside Advisor

Cybolt has integrated
Cyber Guards

Nuspire, a portfolio company of 
Abry Partners, has been 

acquired by PDI Technologies, a 
portfolio company of Insight 

Partners, TA Associates & 
Genstar

Sellside Advisor Exclusive Placement Agent

Clango has merged with 
MajorKey, a portfolio company 

of Acacia

Buyside Advisor

Cybolt has integrated
Pontis Research

Buyside Advisor

Carlyle has acquired a majority 
stake in NEVERHACK, 

formerly known as Pr0ph3cy, 
a portfolio company of IK Partners

Sellside Advisor

Privitar has been acquired by 
Informatica Software

Sellside Advisor

Armorblox has been acquired by 
Cisco Systems

Sellside Advisor

Xalient Holdings Limited has 
received investment from

Volpi Capital

Exclusive Placement Agent

Thrive Operations, LLC,
a portfolio company of

Court Square

HoldCo PIK Notes
Acquisition Financing

Sellside Advisor

Rohde & Schwarz Cybersecurity 
SAS has been acquired Total 

Specific Solutions, B.V.

SAS

Financial Advisor

iProov, Ltd. has received a 
growth equity investment of 
$70,000,000 from Sumeru 

Equity Partners

Buyside Advisor

Sverica Capital Management, LP 
has made a strategic investment 

in Shadowdragon, LLC.

Sellside Advisor*

Acumera has received a 
strategic growth investment 

from Peak Rock Capital

Buyside Advisor*

AnaCap Financial Partners has 
acquired a majority stake 

in WebID

Sellside Advisor*

Tresorit has been acquired by 
Swiss Post

Financing Advisor*

CVC Capital Partners has 
invested in Acronis

Sellside Advisor*

IDIQ has sold a majority stake to 
Corsair Capital

Financial Advisor

NetWrix has received an 
equity investment from 

Updata Partners

Buyside Advisor

Nomios, a portfolio company of 
Keensight Capital, has agreed to 

acquire Intragen

Transaction Pending
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Houlihan Lokey Is at the Forefront of Significant M&A Activity in 
the European Cybersecurity Market

41

Attractive Market With Resilient Growth

2025 European 
Cybersecurity Market 
Size(1)

~$56B
European Cybersecurity 
Market CAGR(1)

~14% //

//

//

//

//

Strong M&A Momentum(2)

Dec-24

Regulatory drivers, 
including DORA, NIS2, 
and GDPR.

Ties to leading 
academic centers 
driving innovation.

Capital efficient 
business models.

Heavily fragmented 
market presenting roll-
up opportunities.

Increasing 
cybersecurity and 
defense budgets.

Challenges (e.g., data 
sovereignty, language) 
for international buyers 
in entering European 
markets organically.

Interest From Global Investors… Driven by a Number of Attractive Market Features

Feb-25Jun-25

((1) Fortune Business Insights, Cyber Security Market Report, 2025.
(2) Transaction pending.
Houlihan Lokey logo represents a Houlihan Lokey deal.
Notes: Under “Strong M&A Momentum”, the logo on top of the arrow denotes the target while the logos on the bottom represent the acquirer. Under “interest from global investors”, the logo to the left of the dashes represents the acquirer.

Oct-25(3) Oct-25

Telecom Solutions

Apr-25
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How Houlihan Lokey Can Help

42

Our firm is extremely well-equipped to help our clients navigate uncertain times. 
We respond quickly to challenging situations and are constantly helping clients analyze, structure, negotiate, and execute the best possible solutions from 
both a strategic and financial perspective.

Corporate 
Finance

› Mergers and Acquisitions We are widely recognized as a leading M&A advisor to the mid-cap and have 
long-standing relationships with capital providers, including commercial banks 
and other senior credit providers, insurance funds, asset managers, and 
mezzanine fund investors. Few other investment banks maintain the breadth of 
relationships and capital markets intelligence that we do.

› Capital Solutions

› Board and Special Committee Advisory

Financial 
Restructuring

› Creditor Advisory
We have the largest restructuring practice of any global investment bank. Since 
1988, we have advised on more than 1,800 restructuring transactions (with 
aggregate debt claims in excess of $3.8 trillion). We served as an advisor in 12 
of the 15 largest bankruptcies from 2000 to 2024.(1)

› Special Situations

› Distressed M&A

› Liability Management

Financial and 
Valuation Advisory

› Portfolio Valuation and Fund Advisory

Over more than five decades, we have established ourselves as one of the 
largest financial and valuation advisory firms. Our transaction expertise and 
leadership in the field of valuation help inspire confidence in the financial 
executives, boards of directors, special committees, investors, and business 
owners we serve.

› Transaction Opinions

› Corporate Valuation Advisory Services

› Transaction Advisory Services

› Real Estate Valuation and Advisory 

› Dispute Resolution Consulting

What We Offer

Why We Are Different

For All Global M&A and 
All Global Tech M&A in 
2024*

Significant Experience 
With Financing Markets

Senior-Level Commitment 
and Dedication

Deep, Industry-Specific 
Expertise

Superior Work Product/
Technical Abilities

Creativity, Imagination, 
Tenacity, and Positivity

No. 1

(1) BankruptcyData.com and Debtwire, January 2025. 
*LSEG (formerly Refinitiv). Excludes accounting firms and brokers. 
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Other Houlihan Lokey Cyber Sector Reports

43

To gain access to these decks, please reach out to the following:

Yearly Conferences

Managed Security 
Services Report

Generative AI in 
Cybersecurity Report

Identity Sector 
Report

European Cybersecurity 
Ideabook 

$331.4

$399.7
$483.5

$562.4

$696.7

$115.1 
$174.3 

($16.8) ($48.6)

$39.3 

CY 19A CY 20A CY 21A CY 22E CY 23E

Revenues

Adj. EBITDA

CAGR: 
20%

CAGR: 
(24%)

Acquisition Overview
 On March 8th 2022, Google announced that it plans to buy

cybersecurity firm Mandiant (NASDAQ: MNDT) for ~$5.4Bn, as part of
an effort to better protect its cloud customers

 Google will pay $23 / share for the firm

 Mandiant will join Google’s cloud computing division, which has not yet
grown to the same size as Amazon Web Services or Microsoft Azure

 Mandiant Stock Price Impact on Announcement(1): +16%

 Mandiant Enterprise Value: $5,357M

 EV / Revenue 2021A: 11.1x | EV / Revenue 2022E: 9.5x

Case Study: Google’s Acquisition of Mandiant
Company Overview and Highlights
Mandiant (NASDAQ: MNDT), formerly FireEye, is a pure-play cybersecurity firm that focuses on incident response, threat intelligence, automated
response and managed security. Mandiant's security experts can be used on demand or customers can outsource their security to Mandiant.

Mandiant has more than 600 consultants that spend 200K+ hours responding to attacks every year, thereby reducing the number of analyst hours spent
mitigating security risk for clients by 7.6Bn+.

Mandiant Financial Performance

Strategic Rationale

Google will integrate the Mandiant Advantage SaaS platform into 
the Google Cloud security portfolio to provide an end-to-end 
security operations suite as well as advisory services to help 

customers address critical security challenges and stay protected at 
every stage of the security lifecycle

The Mandiant brand is synonymous with unmatched insights for 
organizations seeking to keep themselves secure in a constantly 
changing environment. This is an opportunity to deliver an end-to-
end security operations suite and extend one of the best consulting 
organizations in the world.

- Thomas Kurian, CEO, Google Cloud

Transaction Commentary

($ in millions)

Sources: S&P Capital IQ as of 3/7/2022, Wall Street Research, company websites, press releases.
(1) Stock price impact is as of 3/7/2022, when The Information reported that Google is interested in acquiring the company. Speculation of an acquisition may have occurred earlier. 23

Top 50 MSSP Industry Rankings

Source:  MSSP Alert “Top 250 Managed Security Services Providers (MSSPs) of 2022, 2021, 2020”
Note: * Indicates MSSPs who also offer managed detection & response software (MDR) 

+2 YoY Rank Increase -2 YoY Rank Decrease

Tracking the MSSP Alert Rankings over time shows there’s plenty of room to thrive

Company 2022 Rank 2021 Rank 2020 Rank Company 2022 Rank 2021 Rank 2020 Rank

LMNTRIX 26 60 51
CyberProof 27 19 29
Verizon Managed Security Services* 28 17 15
Wipro 29 22 12
Optiv Security* 30 20 52
Netsurion 31 23 19
Arctic Wolf* 32 43 70
PwC 33 102 74
ISH Tecnologia 34 26 27
Thales 35 40 NR
Nuspire 36 24 20
Atos* 37 16 10
Infosys 38 18 13
Booz Allen Hamilton* 39 81 54
Performanta 40 49 NR
Talion 41 33 NR
Magna5 42 NR NR
Motorola Solutions, Inc. 43 29 34
EY 44 84 69
BlueVoyant* 45 74 75
GoSecure 46 30 116
Sirius Computer Solutions 47 68 44
Intelligent Technical Solutions 48 NR NR
Capgemini 49 36 77
Mnemonic* 50 NR NR

Deloitte 1 83 76
Orange Cyberdefense* 2 2 5
BT Security 3 3 11
AT&T Cybersecurity 4 1 1
Telefónica Tech - Cyber Security & Cloud5 NR NR
Ensign InfoSecurity 6 14 249
Trustwave 7 6 3
Accenture 8 8 6
eSentire Inc.* 9 10 37
Kroll* 10 7 17
ECS Federal 11 9 14
IBM Managed Security Services* 12 13 7
Secureworks* 13 15 9
Entelgy Innotec Security 14 NR NR
Cyderes 15 NR NR
Alert Logic* 16 12 8
Deepwatch* 17 25 18
PDI 18 34 NR
NTT Security 19 NR NR
Ntirety 20 NR NR
AKATI Sekurity 21 38 22
Rapid7* 22 28 97
Proficio* 23 27 21
Adarma 24 70 86
Kudelski Security* 25 42 62

22
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Managing Director
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Appendix



($ in Millions, Except Price per Share) EV/Revenue EV/EBITDA

Company Stock Price
52-Wk 
High

% of 52-Wk 
High

YTD Stock 
Performance Cash and ST Inv

Equity 
Mkt Cap Enterprise Value CY 2024A CY 2025E CY 2026E CY 2024A CY 2025E CY 2026E

$490.38 $517.98 94.7% 41.2% $4,972 $121,513 $118,939 30.3x 24.9x 20.4x NM NM NM

329.91 374.23 88.2% 42.2% 10,718 1,595,857 1,611,466 29.7x 24.2x 17.3x 46.8x 36.3x 25.9x

299.66 318.46 94.1% 65.0% 3,572 46,269 45,661 19.0x 15.4x 12.7x NM NM 47.4x

22.08 26.35 83.8% (4.0%) 271 6,770 12,040 14.1x 11.4x 9.6x NM NM NM

17.61 29.29 60.1% (22.0%) 811 5,712 5,103 6.2x 5.1x 4.2x NM NM 49.3x

Top Quartile $121,513 $118,939 29.7x 24.2x 17.3x 46.8x 36.3x 48.4x

Mean 355,224 358,642 19.9x 16.2x 12.8x 46.8x 36.3x 40.9x

Median 46,269 45,661 19.0x 15.4x 12.7x 46.8x 36.3x 47.4x

First Quartile 6,770 12,040 14.1x 11.4x 9.6x 46.8x 36.3x 36.6x

High-Growth Cybersecurity Index Trading Metrics

45
Source: Trading multiples are based on share price, other market data, and broker consensus future revenue and earnings estimates from S&P Capital IQ as of September 30, 2025.
Notes: All financials are calendarized to a December year-end. NM indicates not meaningful, not disclosed, or EV/EBITDA >50x or <0x. Sorted by enterprise value. Growth categorizations are based on 2024A–2025E revenue growth breakpoints; high-
growth ≥ 20%, medium-growth >10% and <20%, low-growth ≤ 10%.
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($ in Millions, Except Price per Share) EV/Revenue EV/EBITDA

Company Stock Price
52-Wk 
High

% of 52-Wk 
High

YTD Stock 
Performance Cash and ST Inv

Equity 
Mkt Cap Enterprise Value CY 2024A CY 2025E CY 2026E CY 2024A CY 2025E CY 2026E

$203.62 $210.39 96.8% 12.7% $2,903 $144,428 $135,339 15.8x 13.7x 12.1x NM 43.0x 38.0x

57.47 60.58 94.9% 29.6% 708 6,498 6,021 10.8x 9.6x 8.2x NM NM NM

84.08 114.82 73.2% (11.3%) 4,563 65,095 60,953 10.3x 9.0x 8.1x 29.1x 25.9x 23.2x

28.39 32.22 88.1% 3.3% 828 17,694 25,590 6.6x 5.5x 5.1x 10.8x 10.3x 9.4x

91.70 127.57 71.9% 16.3% 2,858 16,666 14,247 5.5x 4.9x 4.5x 24.4x 18.5x 16.6x

6.84 7.33 93.3% 102.4% 57 497 449 4.2x 3.6x 3.2x NM 44.3x 21.1x

1.99 2.59 77.1% 8.5% 26 331 528 3.5x 3.1x 3.0x 9.5x 9.0x 8.6x

8.40 11.66 72.1% (2.7%) 84 630 582 1.7x 1.5x 1.3x 22.2x 12.8x 8.9x

Top Quartile $29,544 $34,431 10.5x 9.2x 8.1x 24.4x 34.4x 22.1x

Mean 31,480 30,464 7.3x 6.4x 5.7x 19.2x 23.4x 18.0x

Median 11,582 10,134 6.0x 5.2x 4.8x 22.2x 18.5x 16.6x

First Quartile 597 568 4.0x 3.5x 3.1x 10.8x 11.5x 9.2x

Medium-Growth Cybersecurity Index Trading Metrics

46
Source: Trading multiples are based on share price, other market data, and broker consensus future revenue and earnings estimates from S&P Capital IQ as of September 30, 2025.
Notes: All financials are calendarized to a December year-end. NM indicates not meaningful, not disclosed, or EV/EBITDA >50x or <0x. Sorted by enterprise value. Growth categorizations are based on 2024A–2025E revenue growth breakpoints; high-
growth ≥ 20%, medium-growth >10% and <20%, low-growth ≤ 10%.
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($ in Millions, Except Price per Share) EV/Revenue EV/EBITDA

Company Stock Price
52-Wk 
High

% of 52-Wk 
High

YTD Stock 
Performance Cash and ST Inv

Equity 
Mkt Cap Enterprise Value CY 2024A CY 2025E CY 2026E CY 2024A CY 2025E CY 2026E

$206.91 $234.36 88.3% 12.1% $1,469 $22,891 $19,299 7.5x 7.1x 6.7x 17.1x 16.4x 15.6x

132.33 170.00 77.8% (4.7%) 419 4,853 4,211 7.0x 6.4x 6.0x 15.5x 14.7x 14.0x

323.19 337.39 95.8% 28.4% 1,344 18,966 17,399 6.1x 5.6x 5.4x 16.5x 15.0x 13.5x

29.16 45.44 64.2% (25.2%) 384 3,509 3,564 4.0x 3.6x 3.4x 19.0x 15.3x 13.0x

54.73 82.17 66.6% 0.6% 1,466 7,230 5,792 3.4x 3.1x 3.0x 11.6x 10.4x 9.3x

37.38 39.04 95.7% 32.3% 1,159 9,857 14,822 2.7x 2.9x 2.8x 8.2x 8.3x 7.8x

1.99 1.99 99.8% 156.0% 29 345 342 2.2x 2.4x 2.2x NM NM 27.2x

9.77 11.78 82.9% (10.2%) 167 456 434 2.5x 2.4x 2.2x 7.9x 8.6x 7.8x

15.89 20.37 78.0% (15.7%) 86 621 526 2.2x 2.1x 2.0x 7.9x 7.1x 6.7x

18.75 44.48 42.2% (52.4%) 407 1,202 1,670 2.0x 1.9x 1.9x 9.0x 10.9x 9.7x

4.68 6.00 78.1% (1.5%) 339 765 421 1.3x 1.2x 1.1x 25.3x 18.7x 10.0x

Top Quartile $8,543 $10,307 5.1x 4.6x 4.4x 16.9x 15.2x 13.8x

Mean 6,427 6,225 3.7x 3.5x 3.3x 13.8x 12.6x 12.2x

Median 3,509 3,564 2.7x 2.9x 2.8x 13.5x 12.8x 10.0x

First Quartile 693 480 2.2x 2.3x 2.1x 8.4x 9.1x 8.6x

Low-Growth Cybersecurity Index Trading Metrics

47
Source: Trading multiples are based on share price, other market data, and broker consensus future revenue and earnings estimates from S&P Capital IQ as of September 30, 2025.
Notes: All financials are calendarized to a December year-end. NM indicates not meaningful, not disclosed, or EV/EBITDA >50x or <0x. Sorted by enterprise value. Growth categorizations are based on 2024A–2025E revenue growth breakpoints; high-
growth ≥ 20%, medium-growth >10% and <20%, low-growth ≤ 10%.
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($ in Millions, Except Price per Share) Revenue EBITDA Revenue Growth EBITDA Margin

Company Stock Price
Equity 

Mkt Cap
Enterprise 

Value CY 2024A CY 2025E CY 2026E CY 2024A CY 2025E CY 2026E 2023A–2024A 2024A–2025E 2025E–2026E CY 2024A CY 2025E CY 2026E

$490.38 $121,513 $118,939 $3,931 $4,785 $5,834 $987 $1,251 $1,658 28.7% 21.7% 21.9% 25.1% 26.1% 28.4%

329.91 1,595,857 1,611,466 54,204 66,597 93,075 34,398 44,373 62,320 39.5% 22.9% 39.8% 63.5% 66.6% 67.0%

299.66 46,269 45,661 2,409 2,967 3,587 594 773 963 27.1% 23.1% 20.9% 24.7% 26.1% 26.8%

22.08 6,770 12,040 851 1,056 1,259 188 188 229 21.7% 24.0% 19.3% 22.1% 17.8% 18.2%

17.61 5,712 5,103 818 1,001 1,208 (18) 48 104 31.8% 22.3% 20.7% NM 4.8% 8.6%

Top Quartile $121,513 $118,939 $3,931 $4,785 $5,834 $987 $1,251 $1,658 31.8% 23.1% 21.9% 34.7% 26.1% 28.4%

Mean 355,224 358,642 12,443 15,281 20,993 7,230 9,327 13,055 29.7% 23% 24.5% 33.8% 28.3% 29.8%

Median 46,269 45,661 2,409 2,967 3,587 594 773 963 28.7% 23% 20.9% 24.9% 26.1% 26.8%

First Quartile 6,770 12,040 851 1,056 1,259 188 188 229 27.1% 22.3% 20.7% 24.0% 17.8% 18.2%

High-Growth Cybersecurity Index Operating Metrics

48
Source: Trading multiples are based on share price, other market data, and broker consensus future revenue and earnings estimates from S&P Capital IQ as of September 30, 2025.
Notes: All financials are calendarized to a December year-end. NM indicates not meaningful, not disclosed, or EV/EBITDA >50x or <0x. Sorted by enterprise value. Growth categorizations are based on 2024A–2025E revenue growth breakpoints; high-
growth ≥ 20%, medium-growth >10% and <20%, low-growth ≤ 10%.
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($ in Millions, Except Price per Share) Revenue EBITDA Revenue Growth EBITDA Margin

Company Stock Price
Equity 

Mkt Cap
Enterprise 

Value CY 2024A CY 2025E CY 2026E CY 2024A CY 2025E CY 2026E 2023A–2024A 2024A–2025E 2025E–2026E CY 2024A CY 2025E CY 2026E

$203.62 $144,428 $135,339 $8,553 $9,862 $11,189 $2,642 $3,148 $3,562 13.6% 15.3% 13.4% 30.9% 31.9% 31.8%

57.47 6,498 6,021 558 626 736 34 9 48 11.8% 12.2% 17.5% 6.0% 1.5% 6.5%

84.08 65,095 60,953 5,892 6,753 7,546 2,097 2,357 2,631 11.1% 14.6% 11.7% 35.6% 34.9% 34.9%

28.39 17,694 25,590 3,891 4,657 5,004 2,367 2,487 2,715 2.9% 19.7% 7.5% 60.8% 53.4% 54.3%

91.70 16,666 14,247 2,597 2,884 3,154 584 770 859 14.8% 11.0% 9.4% 22.5% 26.7% 27.2%

6.84 497 449 107 123 142 (13) 10 21 (26.1%) 15.0% 15.0% NM 8.2% 15.0%

1.99 331 528 152 173 178 55 59 61 5.3% 13.8% 2.9% 36.5% 34.1% 34.4%

8.40 630 582 349 397 440 26 46 65 11.4% 13.7% 10.8% 7.5% 11.5% 14.8%

Top Quartile $29,544 $34,431 $4,391 $5,181 $5,640 $2,164 $2,390 $2,652 12.3% 15.1% 13.8% 36.0% 34.3% 34.5%

Mean 31,480 30,464 2,762 3,184 3,549 974 1,111 1,245 5.6% 14% 11.0% 28.5% 25.3% 27.4%

Median 11,582 10,134 1,578 1,755 1,945 320 414 462 11.3% 14% 11.3% 30.9% 29.3% 29.5%

First Quartile 597 568 300 341 374 32 37 58 4.7% 13.3% 8.9% 15.0% 10.7% 15.0%

Medium-Growth Cybersecurity Index Operating Metrics

49
Source: Trading multiples are based on share price, other market data, and broker consensus future revenue and earnings estimates from S&P Capital IQ as of September 30, 2025.
Notes: All financials are calendarized to a December year-end. NM indicates not meaningful, not disclosed, or EV/EBITDA >50x or <0x. Sorted by enterprise value. Growth categorizations are based on 2024A–2025E revenue growth breakpoints; high-
growth ≥ 20%, medium-growth >10% and <20%, low-growth ≤ 10%.
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($ in Millions, Except Price per Share) Revenue EBITDA Revenue Growth EBITDA Margin

Company Stock Price
Equity 

Mkt Cap
Enterprise 

Value CY 2024A CY 2025E CY 2026E CY 2024A CY 2025E CY 2026E 2023A–2024A 2024A–2025E 2025E–2026E CY 2024A CY 2025E CY 2026E

$206.91 $22,891 $19,299 $2,560 $2,719 $2,874 $1,130 $1,177 $1,235 6.0% 6.2% 5.7% 44.1% 43.3% 43.0%

132.33 4,853 4,211 605 660 704 272 287 300 9.1% 9.1% 6.6% 45.0% 43.5% 42.6%

323.19 18,966 17,399 2,840 3,100 3,222 1,053 1,159 1,293 1.2% 9.2% 3.9% 37.1% 37.4% 40.1%

29.16 3,509 3,564 896 985 1,063 188 234 274 12.2% 10.0% 7.9% 21.0% 23.7% 25.7%

54.73 7,230 5,792 1,723 1,856 1,954 501 554 622 (2.3%) 7.7% 5.3% 29.0% 29.9% 31.8%

37.38 9,857 14,822 5,395 5,181 5,268 1,807 1,777 1,892 (5.3%) (4.0%) 1.7% 33.5% 34.3% 35.9%

1.99 345 342 153 140 156 2 5 13 26.0% (8.7%) 11.4% 1.4% 3.6% 8.1%

9.77 456 434 171 179 193 55 50 NA 4.6% 4.7% 7.7% 32.1% 28.0% NA

15.89 621 526 240 248 261 66 74 79 2.2% 3.1% 5.4% 27.6% 29.9% 30.1%

18.75 1,202 1,670 840 859 886 186 153 172 8.0% 2.2% 3.2% 22.1% 17.8% 19.4%

4.68 765 421 324 341 374 17 22 42 9.0% 5.2% 9.7% 5.1% 6.6% 11.3%

Top Quartile $8,543 $10,307 $2,142 $2,288 $2,414 $777 $857 $1,082 9.0% 8.4% 7.8% 35.3% 35.8% 39.1%

Mean 6,427 6,225 1,432 1,479 1,541 480 499 592 6.4% 4.1% 6.2% 27.1% 27.1% 28.8%

Median 3,509 3,564 840 859 886 188 234 287 6.0% 5.2% 5.7% 29.0% 29.9% 31.0%

First Quartile 693 480 282 295 318 61 62 102 1.7% 2.7% 4.6% 21.5% 20.8% 21.0%

Low-Growth Cybersecurity Index Operating Metrics

50
Source: Trading multiples are based on share price, other market data, and broker consensus future revenue and earnings estimates from S&P Capital IQ as of September 30, 2025.
Notes: All financials are calendarized to a December year-end. NM indicates not meaningful, not disclosed, or EV/EBITDA >50x or <0x. Sorted by enterprise value. Growth categorizations are based on 2024A–2025E revenue growth breakpoints; high-
growth ≥ 20%, medium-growth >10% and <20%, low-growth ≤ 10%.
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© 2025 Houlihan Lokey. All rights reserved. This material may not be reproduced in any format by any means or redistributed without the prior written consent of Houlihan Lokey.

Houlihan Lokey is a trade name for Houlihan Lokey, Inc., and its subsidiaries and affiliates, which include the following licensed (or, in the case of Singapore, exempt) entities: in (i) the United States: Houlihan 
Lokey Capital, Inc., an SEC-registered broker-dealer and a member of FINRA (www.finra.org) and SIPC (www.sipc.org) (investment banking services); (ii) Europe: Houlihan Lokey UK Limited (FRN 792919), 
authorized and regulated by the U.K. Financial Conduct Authority; Houlihan Lokey (Europe) GmbH, authorized and regulated by the German Federal Financial Supervisory Authority (Bundesanstalt für 
Finanzdienstleistungsaufsicht); Houlihan Lokey Private Funds Advisory S.A., a member of CNCEF Patrimoine and registered with the ORIAS (#14002730); (iii) the United Arab Emirates, Dubai International 
Financial Centre (Dubai): Houlihan Lokey (MEA Financial Advisory) Ltd., regulated by the Dubai Financial Services Authority; (iv) Singapore: Houlihan Lokey (Singapore) Private Limited, an "exempt corporate 
finance adviser" able to provide exempt corporate finance advisory services to accredited investors only; (v) Hong Kong SAR: Houlihan Lokey (China) Limited, licensed in Hong Kong by the Securities and 
Futures Commission to conduct Type 1, 4, and 6 regulated activities to professional investors only; (vi) India: Houlihan Lokey Advisory (India) Private Limited, registered as an investment adviser with the 
Securities and Exchange Board of India (registration number INA000001217); and (vii) Australia: Houlihan Lokey (Australia) Pty Limited (ABN 74 601 825 227), a company incorporated in Australia and 
licensed by the Australian Securities and Investments Commission (AFSL number 474953) in respect of financial services provided to wholesale clients only. In the United Kingdom, European Economic Area 
(EEA), Dubai, Singapore, Hong Kong, India, and Australia, this communication is directed to intended recipients, including actual or potential professional clients (UK, EEA, and Dubai), accredited investors 
(Singapore), professional investors (Hong Kong), and wholesale clients (Australia), respectively. No entity affiliated with Houlihan Lokey, Inc., provides banking or securities brokerage services, nor is any such 
affiliate subject to FINMA supervision in Switzerland or similar regulatory authorities regarding such activities in other jurisdictions. Other persons, such as retail clients, are NOT the intended recipients of our 
communications or services and should not act upon this communication.

Houlihan Lokey gathers its data from sources it considers reliable; however, it does not guarantee the accuracy or completeness of the information provided within this presentation. The material presented 
reflects information known to the authors at the time this presentation was written, and this information is subject to change. Any forward-looking information and statements contained herein are subject 
to various risks and uncertainties, many of which are difficult to predict, that could cause actual results and developments to differ materially from those expressed in, or implied or projected by, the forward-
looking information and statements. In addition, past performance should not be taken as an indication or guarantee of future performance, and information contained herein may be subject to variation as 
a result of currency fluctuations. Houlihan Lokey makes no representations or warranties, expressed or implied, regarding the accuracy of this material. The views expressed in this material accurately reflect 
the personal views of the authors regarding the subject securities and issuers and do not necessarily coincide with those of Houlihan Lokey. Officers, directors, and partners in the Houlihan Lokey group of 
companies may have positions in the securities of the companies discussed. This presentation does not constitute advice or a recommendation, offer, or solicitation with respect to the securities of any 
company discussed herein, is not intended to provide information upon which to base an investment decision, and should not be construed as such. Houlihan Lokey or its affiliates may from time to time 
provide financial or related services to these companies. Like all Houlihan Lokey employees, the authors of this presentation receive compensation that is affected by overall firm profitability.
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